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Alert Al Services

= ALERT Al Risk Analysis - Taxonomy G @ srini.mommileti@alertai.com

A Runs
{2} Model Versions

Service Status
[1 Models
Al Dataset R Runnin Maintain a detailed history of datasets used for Al applications. The history should include information about the dataset's source as well
Fc’-) Summary Reports Provenance 9 as complete record of any modifications.
R, Databricks Resource Al Telemetry . . . N : .
Logging 8 Running Implement logging of inputs and outputs of deployed Al models. Monitoring logs can help to detect security threats and mitigate impacts

v Al Provinence & Lineage

An Al Bill of Materials (Al BOM) contains a full listing of artifacts and resources that were used in building the Al. The Al BOM can help
mitigate supply chain risks and enable rapid response to reported vulnerabilities. This can include maintaining dataset provenance, i.e. a
detailed history of datasets used for Al applications. The history can include information about the dataset source as well as a complete
record of any modifications.

*,

©.%+ Training Data Analytics ~ AIBOM (Bill of

N R
Materials) 8 unning

B3 Al Data Provinence & L

v Alerts & Detections

pLLM & Prompts LLM/GenAl 8

Guardrails are safety controls that are placed between a generative Al model and the output shared with the user to prevent undesired
inputs and outputs. Guardrails can take the form of validators such as filters, rule-based logic, or regular expressions, as well as Al-based

Guardrails Running approaches, such as classifiers and utilizing LLMs, or named entity recognition (NER) to evaluate the safety of the prompt or response.
-@Anomaly detections Domain specific methods can be employed to reduce risks in a variety of areas such as etiquette, brand damage, jailbreaking, false
P information, code exploits, SQL injections, and data leakage
Metric Anomalies LLM Vulnerability scanning is used to find potentially exploitable software vulr ilities to remediate them. File formats such as pickle files
Providers & Integrations Vulnerability 0 Completed that are commonly used to store machine learning models can contain exploits that allow for arbitrary code execution. Both model
Scans artifacts and downstream products produced by models should be scanned for known vulnerabilities.
v R Analysi
isk Surface Analysis Model & Data 8 Runnin Require users to verify their identities before accessing a production model. Require authentication for APl endpoints and monitor
* Access Control 9 production model queries to ensure compliance with usage policies and to prevent model misuse.
@ Al Red Teaming I(;\:(r:VF;ryompt 8 Running Analyzes LLM inputs and detects adversarial user input attacks. Detects Harmful prompts, Sensitive information from responses.
E] SEP Detections Offline Prompt R Runnin Security analytics, aggregation, Rules, Signals, Features. MELT data lake from LLM Apps, Agents, Platforms, Libraries, Tools, Services.
Gateway 9 Security, Ethics, Perfromance, LifeCycle Analytics. Detects Rougue models, Risky pipelines.

Al Incidents
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Alert Al - Security & Posture Dashboards

S\ ALERT Al
I

B Al Posture

v Al Discovery

om Al cluster Resources

M@ ML Pipelines

v Al Tracking Analytics

B Al Traces
@Expenments
_ﬂ* Runs

{2} Model Versions

[1 Models

2 Summary Reports

&, Databricks Resource
v Al Provinence & Lineage

3% Training Data Analytics

B3 Al Data Provinence & L

v Alerts & Detections

PLLM & Prompts
.@Ar\r\mnlu datactinne

ttos://x1-staaina.alertai.com/#/dashboard2

= ALERT Al

8 Al Posture
v Al Discovery

om Al cluster Resc

M ML Pipelines

v Al Tracking Analyt

I Stochasticity

B Al Traces
@Experlments
_'K'* Runs

{2} Model Version:

[1 Models

Summary Repc
R, Databricks Res
v Al Provinence & Li
3% Training Data #
B2 Al Data Provine
v Alerts & Detection

PLLM & Prompt:

- Annmalv datar
nttps://x1-staging.alertai.com/#/dashboard2

I t

Taxonomy

127

+15.3% vs. last week

B Sensitive Information Detection

Gaurdrails

156

+12% vs. last week

Taxonomy

127

+15.3% vs. last week

B Sensitive Information Detection Hallucination and Misinformation

Harmful Content Generation Prompt Injection Information disclosure
Performance bias [l Data leakage

. O I Unethical behavior

Stereotypes & Discrimination

B Unrobustn

rconfiden

Prompt Injection
[WTop Alerts | Last 7 days: 20

Gaurdrails

156

+12% vs. last week

Hallucination and Misinformation
Information disclosure
Stereotypes & Discrimination BN Data leakage
I Unrobustness [ Overconfidence [ Unethical behavior

Harmful Content Generation Prompt Injection

Performance bias

Risks and Vulnerabilities

573

vs. last week

[ Name [___] Address

UserlD

Account Number

C @ srini.mommileti@alertai.com

Blocked

314

+18.1% vs. last week

Email Phone N

Training Data Contamination [___] Lack of Data Scrubbing

Overly Generative Responses Ambiguity Inadequate Privacy Prot

Risks and Vulnerabilities

573

vs. last week

[ Name [__] Address

Account Number

C @ srini.mommileti@alertai.com

Blocked

314

+18.1% vs. last week

Email Phone Number

UserlD Training Data Contamination [__] Lack of Data Scrubbing

Overly Generative Responses

Ambiguity

Inadequate Privacy Protection

Inadequate Privacy Protection
Top Alerts |
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Alert Al - Inline/Offline Gateway
Prompt & Response (Blocked/Alerted/Allowed)

= ALERT Al C @ srini.mommileti@alertai.con
[ H

# Blocked Last 7 Days
I8 AlPosture

User Prompt direct / Injection attacks Prompt indirect / Document attacks
v Al Discovery 18

E-@AI cluster Resc
M ML Pipelines
v Al Tracking Analyt 1“4

B™ Al Traces .

@Expemmems

j~ Runs 10

{3} Model Version:

[1 Models

2 Summary Repc

%, Databricks Res
v Al Provinence & Li

3% Training Data £

B3 Al Data Provine

ering
v Alerts & Detection ation G

ities aud ware
. capadiii® Fral Maiwa

Kup e-PaY tacks content usion
<ation MO° role-P! (coding AU lated C° \ntr
€n Manip \nfo!

15 Al Posture
Prompt Gateway stats
v Al Discovery

£

om Al cluster Re

Inline
M ML Pipelines MiBlocked: 189

v Al Tracking Anal

Inline

B Al Traces

@Expemments

_'ﬁ Runs

{2} Model Versic Blocked
[ Alerted

Allowed

[1 Models
P SummaryRe

R, Databricks R

v Al Provinence &
Offline

* Training Date

B3 Al Data Provi

v Alerts & Detectic

@LLM & Promy
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_'5'* Runs
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[1 Models

2 Summary Re
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2%+ Training Date
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Al
X Runs '

Al
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v Alerts & Detections

pLLM & Prompts

Anomaly detections

ﬁ Metric Anomalies

iii  Providers & Integrations

v Risk Surface Analysis
dK Al Gateway services
@ Al Red Teaming
B SEP Detections

Al Incidents

@ Defenses
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Alert Al SEP (Security, Ethics, Performance) View

= ALERT Al Detections C O srini.momileti@alertai.com
& Runs
{3} Model Versions

Type Cat
[1 Models CE
F’ s Security LLM Jailbreak % DETECTIONS

e Summary Reports
%, Databricks Resource Security LLM Meta Prompt Extraction %, DETECTIONS
v Al Provinen in
jiovinencelineage Security LLM Plugin Compromise % DETECTIONS

3% Training Data Analytics

Security LLM Prompt Injection %, DETECTIONS
B3 Al Data Provinence & L

9,

v Alerts & Detections Security LLM Data Leakage % DETECTIONS
F LLM & Prompts Security ML Supply Chain Compromise %, DETECTIONS
«7""Anomaly detections Security Model Probing % DETECTIONS
@ Metric Anomalies

Security Exfiltration Via Inference % DETECTIONS
Providers & Integrations
9,

v Risk Surface Analysis Security Denial of service %, DETECTIONS
* Al Gateway services Security Rogue/Poison Training Data %, DETECTIONS
Q
o Al Red Teaming Security Rogue/Poison Datasets % DETECTIONS

Security Rogue/Poison Models % DETECTIONS

Al Incidents

Security Unauthorized or Excessive ML Public Facing Application Access %, DETECTIONS

4, Defenses
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ALERT Al Detections C @ srinimommileti@alertai.com

& Runs

r

Security Unauthorized or Excessive Al Model Inference API Access DETECTIONS

{2} Model Versions

Security LLM Plugin Compromise % DETECTIONS
[1 Models
Security LLM Prompt Self replication: RAG-Based Attack % DETECTIONS
B2 Summary Reports
00 Databricks Resource Security Repeated Token Attack % DETECTIONS
v AlProvinence & Lineage Security Erode LLM App Integrity % DETECTIONS
'):(' Training Data Analytics
Security Erode ML Model Integrity % DETECTIONS
B3 Al Data Provinence & L
« Alerts & Detections Security Model Supply Chain Compromise %, DETECTIONS
PLLM & Prompts Security LLM Vulnerabilities %, DETECTIONS
¥~ Anomaly detections Security Over-Permissive API- Information Leak %, DETECTIONS
@MSUIC Anomalies
Security Over-Permissive API- Excessive Queries % DETECTIONS
= Providers & Integrations
Securit Model Bypass- Bad Features % DETECTIONS
v Risk Surface Analysis Y P
* Al Gateway services Security Model Bypass- Insufficient Training Data %, DETECTIONS
e Al Red Teaming Security Model Bypass- Adversarial %, DETECTIONS
Security Exfiltration- Model inversion %, DETECTIONS
Al Incidents
Security Exfiltration- Model theft %, DETECTIONS
O Defenses

ittos://x1-staging.alertai.com/#/sepviewtracking

= ALERT Al Detections C @ stinimommileti@alertai.com
I Dashboard
Security Data Poisoning Ingest Poisoning % DETECTIONS
I8 AlPosture
. i - °,
v Al Discovery Ethics Bias/Discrimination- Group fairness DETECTIONS
_ﬂ Al cluster Resources Ethics Bias/Discrimination- Individual fairness %, DETECTIONS
ML Pipelines
m P Ethics Explainability- Global explanations %, DETECTIONS
v Al Tracking Analytics
Ethics Explainability- Local explanations % DETECTIONS
B Al Traces
i - i %, DETECTIONS
@Expemmems Ethics User actions- Toxicity
j‘ Runs Ethics User actions- Polarization/Exclusion % DETECTIONS
{3 Model Versions Ethics Misinformation- Deliberative misinformation % DETECTIONS
[1 Models
Ethics Misinformation- Generative misinformation % DETECTIONS
P2 Summary Reports
P Data issues- Data drift L I
oa Databricks Resource Performance Data issues- Data drif DETECTIONS
v Al Provinence & Lineage Performance Data issues- Concept drift % DETECTIONS
N,
Dag raining D: Analytics
N aiginglData Gl Performance Data issues- Data entanglement % DETECTIONS
B3 Al Data Provinence & L
Performance Data issues- Data quality issues % DETECTIONS
v Alerts & Detections
e ance Data issues- Feedbacl s %, DETECTION
pLLM & Prompts Performance Data issues- Feedback loop: C S
.a, Anomaly detections Performance Model issues- Resilience/stability %, DETECTIONS
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Alert Al LLM, Prompt/Response Detections

= ALERT Al Model & LLM Risks C @ srini.mommileti@alertai.com
Dashboard 2/21/2025, LLM b AlertAl- Indirect :
D 2:00:02 AM application algrtal Mitre-Atlas- Malware Document execution via
mitre malicious link
5 Al Posture Protection Attack
v Al Discovery staging- staging-
m D 2/21/2025, RAG alertai- AlertAl- RAG-Based Attack LLM Data LLM Prompt Self
om Al cluster Resources 2:00:02 AM application mitre Mitre-Atlas- leakage replication
Protection
M@ ML Pipelines
stagin, staging- LLM Prompt Attempt to instruct
v Al Tracking Analytics 0 2/21/2025, LLM aleiaig AlertAl- Attempt to change Indirect o n;e evious
2:00:02 AM application mitre Mitre-Atlas- system rules Document mmgs P
B AlTraces Protection Attack
ﬂ Experiments -
o staging
- D LLM t
- O 22w ::Zf"':lg AlertAl- LLM Prompt :&ymM:‘a a‘cr::és man;ous
-’k uns 2:00:02 AM application Mitre-Atlas- Injection: Indirect P
mitre Protect Extraction website
{3 Model Versions rotection
. staging- LLM Prompt Attempt to acting
1 -
[1 Models O 22V :IZi':Ig AlertAl- Fraud Indirect on behalf of the
Fc“-‘) Summary Reports 2:00:02 AM application mitre Mitre-Atlas- Document user without
Protection Attack authorization
R, Databricks Resource
b staging- staging- LLM Prompt
W lErovinencelllinesoe O 22w ale?(aig AlertAl- Mahware Indirect Attempt to Code
2:00:02 AM application mitre Mitre-Atlas- Document execution via Email
3% Training Data Analytics Protection Attack
B3 Al Data Provinence & L " ~ staging- LLM Prompt Attempt t
O Y2wes o AlertAl- Information Indirect et date
v Alerts & Detections 2:00:02 AM application N Mitre-Atlas- Gathering Document
mitre exfiltration

P Protection Attack

@ staging- staging- et Attempt to embed
¥ Anomaly detections D 2/21/2025, LLM alertak AlertAl- Intrusion Indirect rounded data b
- 2:00:09 AM annlication Mitre-Atlas- Daciiment 9 Y
Last
Dashboard O N Resource Provider Source Category Type Cause
seen
Al Posture taging-
staging- il:?(l:? Instructing the Al
v Al Discovery D 2/20/2025, Al alertai- azureai Role-Play Attack Jailbreak User assistant to act as
m 4:00:02 PM Assistant zureai- rompt- Y Prompt attacks another system
om Al cluster Resources cfs promp persona
shield
M ML Pipelines
staging- staging-
v Al Tracking Analytics D 2/19/2025, IIm azureai- azureai- Attempt to change Jailbreak User Attempt to change
4:00:02 PM ofs prompt- system rules Prompt attacks system rules
B Al Traces shield
@Experiments staging- -
® D 4/28/2024, model miflow- staging Performance Bias Vulnerabilities Biased Training
-'ﬂ.‘ R 5:00:00 PM eks miflow-eks Data
uns
taging-
{3 Model Versions 4/23/2024, staging staging- Ethical Guidelines
O model miflow- Unethical behaviour Vulnerabilities
[1 Models 5:00:00 PM eks miflow-eks and Standards
2 Summary Reports staging-
=) 4 -
O 5/0234}202;; model miflow- rsr‘\la%?cl)rv‘vgeks Performance Bias Vulnerabilities Sampling Bias
%, Databricks Resource : eks
v Al Provinence & Lineage staging- i
4/23/2024, t: - Inad: te Feat
O 2 ' model miflow- ALY Performance Bias Vulnerabilities SO R
~a Training Data Analytics 5:00:00 PM e miflow-eks Representation
B3 AlData Provinence & L 4/23/2024, staging- staging- Inclusion of Future
D model miflow- Data Leakage Vulnerabilities
v Alerts & Detections 5:00:00 PM eks miflow-eks Info
p staging-
4 - Interd |
O /23/2024, model miflow- staging Unethical behaviour Vulnerabilities nerdiseipinary
o@Anoma\y detections 5:00:00 PM eks miflow-eks Collaboration

Rows per page: 25 v 1-25 of 54 13 2 3 >
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Dashboard

5 Al Posture
v Al Discovery
?AI cluster Resources

M ML Pipelines

v Al Tracking Analytics

B Al Traces
ipExpenmems
_"ﬁ Runs

{2} Model Versions

[1 Models

P Summary Reports

¢¢ Databricks Resource
v Al Provinence & Lineage

-):(- Training Data Analytics

B3 Al Data Provinence & L
v Alerts & Detections

o

.@Anomaly detections
-

Search

[1 savep queries

@ LAST VISITED
Today
This week
Last week
This month
Last month

Earlier
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Model & LLM Risks

Last

seen

2/21/2025,
O

2:00:02 AM

O 2/21/2025,

2:00:02 AM

2/21/2025,
0

2:00:02 AM

l:l 2/21/2025,

2:00:02 AM

O 2/21/2025,

2:00:02 AM

O 2/21/2025,

2:00:02 AM

Resource

LLM
application

LLM
application

LLM
application

RAG
application

LLM
application

RAG
application

Provider

staging-
alertai-
mitre

staging-
alertai-
mitre

staging-
alertai-
mitre

staging-
alertai-
mitre

staging-
alertai-
mitre

staging-
alertai-
mitre

Source

staging-
AlertAl-

Mitre-Atlas-

Protection

staging-
AlertAl-

Mitre-Atlas-

Protection

staging-
AlertAl-

Mitre-Atlas-

Protection

staging-
AlertAl-

Mitre-Atlas-

Protection

staging-
AlertAl-

Mitre-Atlas-

Protection

staging-
AlertAl-

Mitre-Atlas-

Protection

Category

Attempt to change
system rules

Information
Gathering

Information
Gathering

Protected material
text Detection

Manipulated
Content

Ungroundedness
Detection

c e

Type

LLM Prompt
Indirect
Document
Attack

LLM Prompt
Indirect
Document
Attack

LLM Prompt
Indirect
Document
Attack

Detect
protected
material

LLM Prompt
Indirect
Document
Attack

LLM Prompt
Indirect
Document
Attack

srini.mommileti@alertai.com

= ADDFILTER ¥ EXPORT

Cause

Attempt to instruct
to disregard rules

Attempt to embed
grounded data with
instruction to
information
gathering

Attempt to Data
removal from a
system

Copyrighted content
detected

Attempt to embed
hidden instructions

Fabricated or
misleading
information in
Summarization task
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= ALERT Al

wereverery
?A\ cluster Resources
M ML Pipelines

v Al Tracking Analytics

B Al Traces
@Expemmems
_ﬁ* Runs

{2} Model Versions

[1 Models

Summary Reports
%, Databricks Resource
v Al Provinence & Lineage
3% Training Data Analytics
B3 Al Data Provinence & L
v Alerts & Detections

PLLM & Prompts

.,@Anomaly detections

P

Providers & Integrations

T

IIl

ALERT Al
£D

tm Al cluster Resources

M ML Pipelines

v Al Tracking Analytics

B Al Traces
@Expemmems
_'ﬁ* Runs

{3} Model Versions

[1 Models

P Summary Reports

%, Databricks Resource
v Al Provinence & Lineage

3% Training Data Analytics

B3 Al Data Provinence & L
v Alerts & Detections

pLLM & Prompts

m@Anoma\y detections

P

Providers & Integrations

o
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Metric Anomaly Detections

Metric Anomalies

]  Timestamp
Search
[J  5/28/2024,5:00:00 PM
[ saveo queries [J  5/28/2024,5:00:00 PM
[  5/28/2024,5:00:00 PM
© vastvisitep [J  5/28/2024,5:00:00 PM
Today [0 5/28/2024,5:00:00 PM
This week
[0  5/28/2024,5:00:00 PM
Last week
This month [J  5/28/2024,5:00:00 PM
Last month [J  5/28/2024, 5:00:00 PM
Earlier [0  5/28/2024,5:00:00 PM
R [J  5/28/2024,5:00:00 PM
IS ANOMALY
Ves [J  5/28/2024,5:00:00 PM
No [J  5/28/2024,5:00:00 PM
[  5/28/2024,5:00:00 PM
[  5/28/2024, 5:00:00 PM
[J  5/28/2024,5:00:00 PM
[J  5/28/2024,5:00:00 PM
[J  5/28/2024,5:00:00 PM
[J  5/28/2024,5:00:00 PM
kube_pod
Last seen
5/28/2024
Labels
container = kube-state-metrics
prometheus_replica = kub tack-p! 0

uid = 2064d1cf-8781-4ce9-a231-f7c708746e9%e endpoint = http

pod = cluster-prop: kube-d

__name__ = kube_pod_status_reason

Sty

Metric
kube_pod_status_phase

kube_node_status_allocatable

kube_persistentvolume_status_phase

kube_pod_status_reason

instance:node_network_transmit_bytes:rate:sum

kube_pod_status_qos_class
kube_persistentvolume_status_phase
kube_pod_status_phase
kube_endpoint_ports
kube_lease_owner
kube_pod_status_reason
instance:node_cpu:ratio
kube_service_info
kube_pod_status_qgos_class
kube_service_info
kube_persistentvolumeclaim_created
kube_persistentvolumeclaim_created

kube_node_status_allocatable

reason = NodeLost

instance = 10.1.24.45:8080

service = kube-prometheus-stack-kube-state-metrics

job = kube-state-metrics
Current value
0
Forecasted value
0
Forecasted value Lower
-1.223105849624286e-9
Forecasted value Upper
1.25067517905238e-9
Error
0
Uncertainity

y prometheus = kube-pl k/kube-pr

C

Current value

252,071.57

0

0

1

1,708,118,363

1,708,118,363

0

@ srini.mommileti@alertai.com

= ADD FILTER

Forecasted value

0

240,125.104
0

0

1
1,708,118,363
1,708,118,363

0

¥ EXPORT

Anomaly
No
No
No

No

No
No

No

No

O O srini.mommileti@alertai.com

Details

First sedmast
5/28/203428,

Tuesday, May
28, 2024, 5:00
PM

Predicted
value:

0

Tuesday, May
28,2024, 5:00
PM

Current value:
0

Anomaly:

No
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Alert Al Log Anomaly Detections

= ALERT Al Anomaly detections C @ srinimommileti@alertai.com
v oA
&, = ADDFILTER & EXPORT
@E O tast c t R detections.field: I Anomal
Search seen omponen esource resources.detections.fields.anomaly_score nomaly
£ F
s3://staging-spark-spark-logs-
) SAVED QUERIES 5/16/2024, 20240131220343017000000001/spark-event-
aws.eks.control-
D 5:00:00 Jane-loas logs/eventlog_v2_spark- 0
[ ® LAST VISITED PM P 9 20c87193f3f44696aa615eb8cfasfeb5/events_3180_spark-
F‘ . 20c87193f3f44696aa615eb8cfasfebs
@ = Toda
a _ Y s3://staging-spark-spark-logs-
o L This week 5/16/2024, aws.eks.control- 20240131220343017000000001/spark-event-
v AP Last week O 5:00:00 plane-logs logs/eventlog_v2_spark- 0
. PM 20c87193f3f44696aa615eb8cfa8feb5/events_3180_spark-
T This month 20c871933f44696a2615eb8cfagfebs
- Last month
B . s$3://staging-spark-spark-logs-
Earlier 5/16/2024, e 20240131220343017000000001/spark-event-
v Aler D 5:00:00 \anerlo. s logs/eventlog_v2_spark- 0
'@ IS ANOMALY PM 2 Y 20c87193f3f44696aa615eb8cfasfeb5/events_3180_spark-
pL Ye 20c87193f3f44696aa615eb8cfasfebs
es
.@ No s3://staging-spark-spark-logs-
y 5/16/2024, aws.eks.control- 20240131220343017000000001/spark-event-
ﬁ y [  s500:00 \an‘e-lo‘ < logs/eventlog_v2_spark- 0
PM P 9 20c87193f3f44696aa615eb8cfasfebs/events_3180_spark-
$ Prc 20c87193f3f44696aa615eb8cfasfebs
v Risk s3://staging-spark-spark-logs-
5/16/2024, aws.eks.control- 20240131220343017000000001/spark-event-
* ¢ ] 50000 \anerlo‘ < logs/eventlog_v2_spark- 0
PM P 9 20c87193f3f44696aa615eb8cfasfeb5/events_3180_spark-
D ¢

20c87193f3f44696aa615eb8cfasfebs
tos:/Ix1-staaina.alertai.com/#/detections



~ Al l1auRIY Al@iyuss

B Al Traces
&pExpenmems
_ﬂi Runs

{3} Model Versions

[1 Models

P2 Summary Reports

&, Databricks Resource
v Al Provinence & Lineage

')::‘ Training Data Analytics

B3 Al Data Provinence & L

v Alerts & Detections

@LLM & Prompts
o
ﬁMemc Anomalies

Providers & Integrations

v Risk Surface Analysis
%K Al Gateway services

@ Al Red Teaming

ALERT Al
v Al TTauRIng Analyuss
B Al Traces
@Experlmems
_"é\ Runs

{2} Model Versions

[]1 Models

P2 Summary Reports

%, Databricks Resource

v Al Provinence & Lineage
3% Training Data Analytics

B3 Al Data Provinence & L

v Alerts & Detections

PLLM & Prompts

o7
ﬁ Metric Anomalies

32 Providers & Integrations
v Risk Surface Analysis
%K Al Gateway services

@ Al Red Teaming
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Last

O v Component Resource resources.detections.fields.anom
seen
D 5:00:00 a;’;':s CSO""D‘- logs/eventlog_v2_spark-

PM P 9 20c87193f3f44696aa615eb8cfa8feb5/events_3180_spark-
20c87193f3f44696aa615eb8cfasfebs
s3://staging-spark-spark-logs-

5/16/2024, 20240131220343017000000001/spark-event-

aws.eks.control-
D 5:00:00 Jane-logs logs/eventlog_v2_spark-

PM P g 20c87193f3f44696aa615eb8cfa8feb5/events_3180_spark-
20c87193f3f44696aa615eb8cfadfebs
s3://staging-spark-spark-logs-

5/16/2024, 20240131220343017000000001/spark-event-

aws.eks.control-
O 5:00:00 Jane-loas logs/eventlog_v2_spark-

PM P 9 20c87193f3f44696aa615eb8cfasfeb5/events_3180_spark-
20c87193f3f44696aa615eb8cfa8febs
s3://staging-spark-spark-logs-

5/16/2024, 20240131220343017000000001/spark-event-

aws.eks.control-
[J 50000 Janeloas logs/eventlog_v2_spark-

PM P 9 20c87193f3f44696aa615eb8cfa8feb5/events_3180_spark-
20c87193f3f44696aa615eb8cfasfebs
s3://staging-spark-spark-logs-

5/16/2024, 20240131220343017000000001/spark-event-

aws.eks.control-
O 50000 . logs/eventlog_v2_spark-

PM P g 20c87193f3f44696aa615eb8cfa8feb5/events_3180_spark-
20c87193f3f44696aa615eb8cfasdfebs
s3://staging-spark-spark-logs-

5/16/2024, 20240131220343017000000001/spark-event-

aws.eks.control-
O 5:00:00 Jane-logs logs/eventlog_v2_spark-
PM P 9 20c87193f3f44696aa615eb8cfa8feb5/events_3180_spark-

20c87193f3f44696aa615eb8cfasfebs

Rows per page: 25 v 1-25 of 4065159 i) 2
s3://staging-spark-spark-logs-20 C @ srinimommileti@alertai.com
Component Details
aws.eks.control-plane-logs Last seen Last seen
Resource 5/16/2024 5/16/2024

s3://staging-spark-spark-logs-20240131220343017000000001/spark-
event-logs/eventlog_v2_spark-
20c87193f3f44696aa615eb8cfa8feb5/events_3180_spark-
20c87193f3f44696aa615eb8cfasfebs

Last seen

Thursday, May 16, 2024, 5:00 PM

aws.eks.control-plane-logs

Thursday, May 16, 2024, 5:00 PM

5/16/2024 s3://staging-spark-spark-logs-
. " 20240131220343017000000001/spark-event-
resources.detections.fields.anomaly_score

logs/eventlog_v2_spark-

Anomaly
0
Log message

ID":137125,"Stage Attempt ID":0,'Task
Type":"ResultTask",'Task End Reason":
{"Reason":"Success"},'Task Info"{"Task
1D":34349821,"Index":245,"Attempt":0,'Partition
ID":245,"Launch Time":1715902712255,"Executor

{"Event"."SparkListenerTaskEnd",'Stage
ID":137125,"Stage

Attempt

ID":0,'Task

Type":"ResultTask",'Task

Result Time"0,"Finish

End Reason":
[{"ID":9941731,'Name":"duration",'Update":

Failed Values":true,"Metadata":"sql"},

{"Reason™:"Success"},'Task

Info":{"Task
1D":34349821,"Index":245,'Attempt™:0,'Partition
ID":245,"Launch

Internal:true,'Count

20c87193f3f44696aa615eb8cfa8feb5/events_3180_s
20c87193f3f44696aa615eb8cfa8feb5{"Event":"SparkL

ID":"30","Host":"100.64.173.49" "Locality":"PROCESS_LC

Time":1715902712260, Failed"false, Killed":false,"Acct
Value™:"2



Securing the World's Al
#1 AGENTIC AI & GENAI SECURITY

CONTENT POLICIES RESILIENCE
ANY PLATFORM ANY LLM

Alert Al Integrations with GenAl & Data Platforms

= ALERT Al

§F Al Posture

v Al Discovery aWS

£,

M ML Pipelines

| cluster Resources

Aws
%, Al Tracking Analytics

v Al Provinence & Lineage i INTEGRATION /" EDIT

3% Training Data Analytics

B3 Al Data Provinence & L

/AAzure

v Alerts & Detections

pLLM & Prompts

om. Anomaly detections

&Memc Anomalies

Azure

i INTEGRATION  * EDIT

v Risk Surface Analysis

%K Al Gateway services

®cohere
@ Al Red Teaming
B SEP Detections
Al Incidents Cohere

@ Defenses

: INTEGRATION /' EDIT
tps://x1-staging.alertai.com/#/providers ’

Providers

Apache.

Airflow

Airflow

i INTEGRATION  ° EDIT

P

Azureml

i INTEGRATION  ° EDIT

lerzeli)

Crewai

i INTEGRATION  * EDIT

ANTHROP\C

Anthropic

i INTEGRATION  ° EDIT

3 beam

Beam

i INTEGRATION  ° EDIT

S

databricks

Databricks

i INTEGRATION  /* EDIT

@ srini.mommileti@alertai.com

Ll AutoGen

Autogen

i INTEGRATION  ° EDIT

&

Amazon Bedrock

Bedrock

i INTEGRATION  ° EDIT

Google Dataflow

Dataflow

i INTEGRATION  /* EDIT

5 Al Posture

v Al Discovery
?AI cluster Resources Eﬂ D S Py
M ML Pipelines

&, Al Tracking Analytics

Dspy

# INTEGRATION /* EDIT

v Al Provinence & Lineage
-::(- Training Data Analytics
B3 Al Data Provinence & L

v Alerts & Detections

PLLM & Prompts

n@Anomaly detections

ﬁ Metric Anomalies

~  Hugging Face

Huggingface

s INTEGRATION ' EDIT
v Risk Surface Analysis
%K Al Gateway services

@ Al Red Teaming

B SEP Detections

Al Incidents KUbEﬂOW
@ Defenses Kubeflow

i INTEGRATION * EDIT

a

Google Cloud
Gep

i INTEGRATION  ° EDIT

Instructor

# INTEGRATION * EDIT

W&

LangChain

Langchain

i INTEGRATION  * EDIT

4 .
Gemini

Googlegemini

: INTEGRATION  * EDIT

Jupyter

Jupyter

s INTEGRATION ' EDIT

LangGraph

Langgraph

: INTEGRATION  * EDIT

groq

Groq

# INTEGRATION EDIT

&kafka

Kafka

@ INTEGRATION * EDIT

wa LiteLLM

Litellm

# INTEGRATION ' EDIT



5 Al Posture
v Al Discovery

om Al cluster Resources

Llamaindex

M MLPipelines
R, Al Tracking Analytics Llamaindex

v Al Provinence & Lineage

INTEGRATION  /* EDIT
3% Training Data Analytics

~thumbnail
B3 Al Data Provinence & L i

v Alerts & Detections

PLLM & Prompts

-@Anoma\y detections

@ Metric Anomalies

Mosaicml

# INTEGRATION /' EDIT

v Risk Surface Analysis

%K Al Gateway services

Swarn{

@ Al Red Teaming
B SEP Detections
Al Incidents Openaiswarm

& Defenses
INTEGRATION  /* EDIT

IS AlPosture

v Al Discovery
E-@AI cluster Resources m
M ML Pipelines

*xx Al Tracking Analytics

v Al Provinence & Lineage Openalswarm
'):(- Training Data Analytics ~ # INTEGRATION /' EDIT
B3 Al Data Provinence & L

v Alerts & Detections

pLLM & Prompts

pAnomaly detections
ﬁ Metric Anomalies
S3

) INTEGRATION  /* EDIT
v Risk Surface Analysis

%K Al Gateway services

@ Al Red Teaming X

B SEP Detections HUGGING FACE
Al Incidents

Q Defenses Huggingface
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MISTRAL
¥R Ar_

|

Mistralai

INTEGRATION  * EDIT

#.thumbnail

Nvidia
# INTEGRATION /' EDIT
,A
PalLM 2

Palm

INTEGRATION /' EDIT

,‘
PalLM 2

Palm

i INTEGRATION o/ EDIT

Amazon SageMaker

Sagemaker

it INTEGRATION  /* EDIT

r71lf7<va

Miflow

INTEGRATION  * EDIT

Ollama

# INTEGRATION /' EDIT

o3 RAY

Ray

INTEGRATION /' EDIT

o3 RAY

Ray

i INTEGRATION f EDIT
SBEKS

Spark

iz INTEGRATION " EDIT

.mongoDB

Mongo

INTEGRATION  * EDIT

@ OpenAl

Openai

# INTEGRATION /' EDIT

Amazon
Redshift

Redshift

INTEGRATION /' EDIT

Amazon
Redshift

Redshift

INTEGRATION /" EDIT

Al21labs

Ai21labs

INTEGRATION /" EDIT
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Alert Al Al Province & LLM/Model Lineage Service

= ALERT Al Al Data Provinence & Lineage anal C @ srinimommileti@alertai.com
X Runs
{2} Model Versions ’
[1 Model [ Timest ¥ Spark Provid Dat Data sink
odels imestam| rovider ata source ata sinl
Search P Application
Summary Reports staging-
5/28/2024, test- KafkaV2[Subscribe[metrics-
Databricks Resource D SAVED QUERIES D 5:00:00 PM sparkapp spark- kube-prometheus-stack] org.apache.spark.sql.kafka010.KafkaSourceProvide
: cluster
v Al Provinence & Lineage @ LAST VISITED tagi
. O s test- Saed Kafkavalsubscribe[metrics- he spark sal kafka010 KafkaSourceProvid
%.¢ Training Data Analytics Today 5:00:00 PM sparkapp z:)uasrter kube-prometheus-stack]] org-apache.spark.sql.kafka010. RatkaSourceFrovide
(=] This week
Last week 5/28/2024, test- S12gINg- o fkavalSubscribelmetrics-
v Alerts & Detections " . D 5:00:00 PN'I sparkapp spark- Kube-prometheus-stack]] org.apache.spark.sql.kafka010.KafkaSourceProvide
is mont ) cluster
pLLM & Prompts Last month taging:
@ Earl| D 5/28/2024, test spark- Kaflav2[Subscribe[metrics- org.apache.spark.sql.kafka010.KafkaSourceProvide
o7 Anomaly detections arlier 5:00:00 PM sparkapp c:juster kube-prometheus-stack]] 9-ap P q
Q Metric Anomalies y
5/28/2024, test- S10NG" e afkavalSubscribelmetrics-
i Providers & Integrations D 5:00:00 PM sparkapp spark- Kube-prometheus-stack] org.apache.spark.sql.kafka010.KafkaSourceProvide
. cluster
v Risk Surface Analysis
5/28/2024, test- staging- KafkaV2[Subscribe[metrics-
* Al Gateway services |:] 5:00:00 PN’I sparkapp spark- kube-prometheus-stack] org.apache.spark.sql.kafka010.KafkaSourceProvide
: cluster
@ AlRed Teaming
5/28/2024, test- staging- KafkaV2[Subscribe[metrics-
' - hi |.kafka01 f Py
B SEP Detections O 5:00:00 PM sparkapp ‘s::auasrtl; kube-prometheus-stack]] org.apache.spark.sql.kafka010.KafkaSourceProvide
Al Incidents
staaina-
= ALERT Al te rkapp C @ srini.mommileti@alertai.com
X Runs
Last seen .
{3 Model Versions Details
del 5/28/2024 First seen Last seen
L1 Models Spark Application 5/28/2024 5/28/2024
F2 Summary Reports test-sparkapp
%, Databricks Resource Provider Tuesday, May 28, 2024, 5:00 PM

v Al Provinence & Lineage staging-spark-cluster Dataset Source

KafkaV2[Subscribe[metrics-kube-prometheus-stack]]
-,:(- Training Data Analytics Topic and Offset
[object Object]

=]
v Alerts & Detections Tuesday, May 28, 2024, 5:00 PM
?LLM & Prompts Dataset Sink
@ org.apache.spark.sql.kafka010.KafkaSourceProvider$K
¥ 7 Anomaly detections

ﬁ Metric Anomalies

Providers & Integrations

v Risk Surface Analysis
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Alert Al Al & Data Pipeline Analytics

= ALERT Al Pipeline analysis C @ srinimommileti@alertai.com

I§ Dashboard
= ADDFILTER & EXPORT

5 Al Posture

|:| Timestamp Spark Event log Provider
v Al Discovery Search
m 4/23/2024, aws.eks.control-
om Al cluster Resources (] 5:00:00 PM plane-logs
M ML Pipelines [ saveo queries O 4/23/2024, aws.eks.control-
5:00:00 PM plane-logs
v Al Tracking Analytics ® LAST VISITED
4/23/2024, aws.eks.control-
B Al Traces Today O so000pm plane-logs
@Expenmems This week O 4/23/2024, aws.eks.control-
. Last week 5:00:00 PM plane-logs
& Runs
This month 4/23/2024, aws.eks.control-
O
Model Versions 5:00:00 PM plane-logs
Last month 9
[1 Models Earlier D 4/23/2024, aws.eks.control-
5:00:00 PM plane-logs
Summary Reports
D 4/23/2024, aws.eks.control-
%, Databricks Resource 5:00:00 PM plane-logs
v Al Provinence & Lineage 0 4/23/2024, aws.eks.control-
5:00:00 PM plane-logs
v,
- O 4/23/2024, aws.eks.control-
B3 Al Data Provinence & L 5:00:00 PM plane-logs
v Alerts & Detections (] :/Ozggzoogsl! ar/svel:svcomrol-
p :00:! plane-logs
LA 0 4/23/2024, aws.eks.control-
@A - —— 5:00:00 PM plane-logs
= ALERT Al s3://staging-spark-spark-logs-202401312203430 C @ srini.mommileti@alertai.cor
I5 Dashboard
Last seen
I Al Posture
4/23/2024
v Al Discovery Spark Event |°g
_rﬂ Al cluster Resources s3://staging-spark-spark-logs-20240131220343017000000001/spark-event-logs/spark-
M ML Pipelines aac6febbfc494aachd034eda263faab2
Provider
v Al Tracking Analytics
E aws.eks.control-plane-logs
Al Traces .
Analysis
@Expemmems
_'ﬁ Runs
TaskeEnd 80
{3} Model Versions
[T Models ExecutorRemoved 0
P Summary Reports
JobStart 0
R, Databricks Resource
v Al Provinence & Lineage ExecutorAdded 0
. QueryEnded 0
B3 Al Data Provinence & L
v Alerts & Detections Logstart 0
pLLM & Prompts
QueryProgress 0

.@Anoma\v detections
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Alert Al Al & LLM/Model Tracking Analytics

ALERT Al

LI ML PIpelines

v Al Tracking Analytics

B Al Traces
Jﬂ
&£ Runs

{3} Model Versions

[1 Models

P Summary Reports

%, Databricks Resource
v Al Provinence & Lineage

-):(- Training Data Analytics

B3 Al Data Provinence & L
v Alerts & Detections

pLLM & Prompts

.@Anomaly detections

@Memc Anomalies

Providers & Integrations

v Risk Surface Analysis

1l

ALERT Al

g ML PIpelnes

v Al Tracking Analytics

B Al Traces
@Expenmems
_’5‘* Runs

{3} Model Versions
[1 Models

P2 Summary Reports
-

%

v Al Provinence & Lineage

3% Training Data Analytics
B3 Al Data Provinence & L

v Alerts & Detections

@LLM & Prompts

.,@Anomaly detections

f Metric Anomalies

Providers & Integrations

v Risk Surface Analysis

K Al Gateway services

mm/dd/yyyy
v 0
>0
v O
Alerts
Jobs

Instance Pools

Job Runs Report

Experiments

Node Pools

Catalogs

Models

Data Sources

DBC Resources

Clusters

Experiments

[m] mm/dd/yyyy O

Last seen

3/9/2025

3/9/2025

Compute submit runs

Pipelines

tne-lvi_ctaninn alartai camikldatahricketrackinn RUNS

Experiment

Last seen
3/9/2025

experiment_name
lifecycle_stage
experiment_id

artifact_location

Tracking - Databricks

Provider
miflow.cluster1.host

miflow.cluster1.host

miflow-tracking-
client.resource.experiment

Provider
mliflow.cluster1.host

Details

Default

active

miflow-artifacts:/0

ALERTS

JOBS

INSTANCE POOLS
JOB RUNS REPORT
EXPERIMENTS
NODE POOLS
CATALOGS
MODELS

DATA SOURCES
DBC RESOURCES
CLUSTERS
COMPUTE SUBMIT RUNS
PIPELINES

TASK RUNS

C @ srini.mommileti@alertai.com
¥ EXPORT

Resource Type
miflow-tracking-client.resource.experiment

miflow-tracking-client.resource.experiment

C @ srinimommileti@alertai.com
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v Al Tracking Analytics

B Al Traces

R Runs
{3} Model Versions

[] Models

&L Summary Reports
g

o
v Al Provinence & Lineage
*s

< & Training Data Analytics

B3 Al Data Provinence & L
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Alert Al Al Cluster Resources & Ops Analytics

= ALERT Al Cluster Resources C @ srini.mommileti@alertai.com
l= Dashboard Lastseen gte Lastseen Ite
mm/dd/yyyy 8 mm/dd/yyyy O & EXPORT
5 Al Posture
v [J  Lastseen Provider
v Al Discovery
m > D 4/23/2024 node ip-10-1-23-107.us-east-2.compute.internal kubernetes
om
> D 4/23/2024 pod kube-prometheus-stack-kube-state-metrics-65¢fbcb8b9-9jp7k kubernetes
M ML Pipelines
> D 4/23/2024 endpoint cluster-kafka-brokers kubernetes
v Al Tracking Analytics
> I:] 4/23/2024 daemonset ebs-csi-node kubernetes
B Al Traces
@ > D 4/23/2024 endpoint cluster-cruise-control kubernetes
= Experiments
> D 4/23/2024 endpoint cluster-kafka-external4-1 kubernetes
& Runs
-’K > D 4/23/2024 pod aws-node-wqd67 kubernetes
{3} Model Versions
> O 4/23/2024 pod coredns-688c955fbc-b2f5h kubernetes
[1 Models
> D 4/23/2024 networkpolicy staging-mongodb kubernetes
Summary Reports
F"" PR > |:] 4/23/2024 pod strimzi-cluster-operator-79b6bc479b-7Im9q kubernetes
2
& Databricks Resource > I:] 4/23/2024 endpoint kube-prometheus-stack-operator kubernetes
v AlProvinence & Lineage > D 4/23/2024 persistentvolumeclaim data-prometheus-kube-prometheus-stack-prometheus-0 kubernetes
N,
7 Training Data Analytics > D 4/23/2024 networkpolicy cluster-network-policy-kafka kubernetes
B Al Data Provinence & L > D 4/23/2024 configmap kube-prometheus-stack-grafana kubernetes
v Alerts & Detections > O 4/23/2024 configmap kube-root-ca.crt kubernetes
g LLM & Prompts > O  4/23/2024 persistentvolume pvc-377bd36f-d021-487e-9944-1033998a7484 kubernetes
K- J—— _ stacke
el AIEETes (et e e e ]:] 4/23/2024 endpoint kube-prometheus-stack-coredns kubernetes
= ALERT Al Pipeline Operations C @ srini.mommileti@alertai.com
I3 Dashboard Lastseen gte Lastseen Ite
mm/dd/yyyy O mm/dd/yyyy 8 ¥ EXPORT
5 Al Posture
> D Last seen |/ Provider Current value
v Al Discovery
> D 4/23/2024 spark_app_start_latency_microseconds_count spark-operator 10
om Al cluster Resources
m > \:\ 4/23/2024 spark_app_failure_count spark-operator 10
> D 4/23/2024 spark_app_start_latency_seconds_bucket spark-operator 3
v Al Tracking Analytics
> D 4/23/2024 spark_app_start_latency_seconds_sum spark-operator 46,545
B Al Traces
@ > E] 4/23/2024 spark_app_executor_failure_count spark-operator 42
% Experiments
> D 4/23/2024 spark_app_failure_execution_time_microseconds_count spark-operator 10
& Runs
!k > [:] 4/23/2024 spark_app_start_latency_microseconds_sum spark-operator 46,552,507,258
{3} Model Versions
> D 4/23/2024 spark_app_submit_count spark-operator 10
[1 Models N .
> D 4/23/2024 spark_app_failure_execution_time_microseconds_sum spark-operator 6,684,888,000,000
Summary Reports
Yy Rep > \:\ 4/23/2024 spark_app_start_latency_seconds_bucket spark-operator 3
-
= Databricks Resource > \:\ 4/23/2024 spark_app_running_count spark-operator 4
v Al Provinence & Lineage > D 4/23/2024 spark_app_executor_success_count spark-operator 12
& Training Data Analytics [0 4/23/2024 spark_app_start_latency_seconds_bucket spark-operator 3
B3 AlData Provinence &L > D 4/23/2024 spark_app_start_latency_seconds_bucket spark-operator 4
v Alerts & Detections > O 4/23/2024 spark_app_start_latency_seconds_bucket spark-operator 1
& LLM & Prompts > O 4/23/2024 spark_app_count spark-operator 8
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Alert Al - Security & Posture Dashboards

S\ ALERT Al
I

B Al Posture
v Al Discovery
PAI cluster Resources

M ML Pipelines

v Al Tracking Analytics

B Al Traces
@Expenments
_ﬂ* Runs

{2} Model Versions

[1 Models

2 Summary Reports

%, Databricks Resource
v Al Provinence & Lineage

3% Training Data Analytics

B3 Al Data Provinence & L

v Alerts & Detections

PLLM & Prompts
.@Ar\r\mnlu datactinne

ttos://x1-staaina.alertai.com/#/dashboard2

= S ALERTAI

| H Taxonomy

8 Al Posture 1 27

v Al Discovery
@AI cluster Resc
M ML Pipelines

v Al Tracking Analyt

I Stochasticity

B Al Traces
@Experlments
_'K'* Runs

{2} Model Version:

[1 Models

Summary Repc
R, Databricks Res
v Al Provinence & Li
$%  Training Data #
B2 Al Data Provine
v Alerts & Detection

PLLM & Prompt:

- Annmalv datar
nttps://x1-staging.alertai.com/#/dashboard2

EEE Sensitive Information Detection
Harmful Content Generation

Stereotypes & Discrimination

C @ srini.mommileti@alertai.com

Gaurdrails Risks and Vulnerabilities Blocked
156 573 314
+12% vs. last week vs. last week

[ Name [___] Address

Hallucination and Misinformation
Prompt Injection Information disclosure UserlD

Performance bias Il Data leakage

+15.3% vs. last week

EE Sensitive Information Detection
Harmful Content Generation
Stereotypes & Discrimination

I Unrobustness [ Overconfidence WM Unethical behavior _—

I Unrobustn, N Overconfiden: I Unethical behavior

Prompt Injection
W Top Alerts | Last 7 days: 20 |

+18.1% vs. last week

Email [_] Phone N

Account Number

Training Data Contamination [___] Lack of Data Scrubbing
Overly Generative Responses Ambiguity Inadequate Privacy Prot

C @ srini.mommileti@alertai.com

Gaurdrails Risks and Vulnerabilities Blocked
+12% vs. last week vs. last week +18.1% vs. last week
Hallucination and Misinformation [ Name [___] Address Account Number

Prompt Injection Information disclosure

Performance bias B Data leakage

Top Alerts |

Overly Generative Responses Ambiguity

Email Phone Number

UserlD Training Data Contamination [__] Lack of Data Scrubbing

Inadequate Privacy Protection

Inadequate Privacy Protection
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Alert Al - Inline/Offline Gateway
Prompt & Response (Blocked/Alerted/Allowed)

= ALERT Al C @O srini.mommileti@alertai.con
[ H

# Blocked Last 7 Days
IS Al Posture

User Prompt direct / Injection attacks Prompt indirect / Document attacks

v Al Discovery 18

E-@AI cluster Resc

M ML Pipelines
v Al Tracking Analyt 1“4

B™ Al Traces »
m@ Experiments

j~ Runs 10
{3} Model Version:
[1 Models

2 Summary Repc
)

%= Databricks Res

v Al Provinence & Li

S% Training Data £
B3 Al Data Provine

ent ) n
oa conte™ \otrusior Gatherind

v Alerts & Detection nation &

up \ay cks
L mock aote-P1aY Attac
sation ™ "o Encoding jpulat
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